ANTI-CHEAT FOR
MULTIPLAYER GAMES

Simon Allaeys, Aarni Rautava



Who we are

2006
Hobby project

Third-party CS anti-cheat

EASYANTICHEAT

2013 - Today DON'T BEAR WITH THE CHEATERS

25+ online multiplayer games
worldwide

Team of 14 based in Helsinki, Finland

Actively researching the domain



Questions Answered

What is cheating?
Who is doing it?
How is it done?
Anti-cheating?
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Automation
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MASTERPIECE

It might not be pretty, but Undertale Is absolutely a work
of art.

KALLIE PLAGGE 12 JAN 2016

EDITORS' CHoICE

Great game!

Excellent writing @ Gameplay merges with
storytelling

pr—

Twists on RPG mainstays @ Plays off its audience

Funny and moving

Overwhelmingly Positive
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Some definitions

Who are they?

HACKERS - PROVIDERS - CHEATERS

R&D Branding Players / Users
Loader/Injector Community
Features Payments

DRM Localization



HACKERS - PROVIDERS - CHEATERS

Griefer Follower




HACKERS - PROVIDERS - CHEATERS




HACKERS - PROVIDERS - CHEATERS

Open Communities Cheat Publishers Closed Communities

v’ Free cheats v Paid cheats v' Private cheats

v' Easy access v' Easy access v' Reputation based access
v Knowledge sharing v Limited availability

1 month subscription - 25 USD or 20 EUR

3 month subscription - 40 USD or 30 EUR

6 month subscription - 65 USD or 45 EUR 1Month - $40
2Months - $75
3Months - $90

Lifetime & Special Features - $400 "BTC ONLY FOR THIS PURCHASE"

PROJECT BUDGET  TOTAL BIDS

$500USD 1




It’s a business

Cheating as an industry

_—
Free public cheats Legitimate businesses One Person Company
Public commercial cheats ' ¥ Registered companies ... - $750k a year - ...
Paid private cheats v’ Tax payments Teams

Private exclusive cheats v Professional management e

Global market size?
> $100M



CHEATS




Exploits and scripts

Everyone has done it

In-game glitching
Console variables and game options
Game debug console

File modding

> Enforce valid variable values

> Exclude debug options from releases

> Check game files integrity




..downloaded a tool S

File Edit Process Help

G a m e m a n i p u I at i O n ' 00000258-winlogon.exe

Found: 710993

cosDooocC G el | Settings

008D0031 2 V| Hex 00000000
008D0032

Poking around.. s B ] L re——
008D003 4 A T .
| 008DC

Game state manipulation 008DC

00800 =
008D0| | | Failure enabling speedhack. (DLL injection failed): Failed

| pospd| " injecting the DLL
008DC

. . 0038DC
> Authoritative game servers 008D LLOK

008D0
008D0O0SC

> Obfuscation and encryption 0080005

008D0O0GS4

nnonnNnnNnorc

> Anti-cheat prevention or detection

Frozen Description Address Type Value

Advanced options




M OpenGL Hook - Microsoft Visual Studio

FILE EDIT VIEW PROJECT BUILD DEBUG TEAM TOOLS TEST ANALYZE WINDOW  HELP

Ch O 1 e - | B-2 @ 2-C "'| P Local Windows Debugger ~ Auto - |Release -~
eat V o DLLMain.cpp + X

T d] */ OpenGL Hoo obal Scope
Writing your own cheat s (Glob Scope)

#include <windows.h>

1R10)dx3 Jamag

// Hooked glBegin entry point.
-lvoid _ stdcall glBegin({ _In_ GLenum mode

r

switch( mode )

Open source cheat examples

;R10)dx3 uoinjog  xo0Q|oo|

Documented game engine
dependencies

case GL_TRIANGLE FAN:
glDisable( GL_DEPTH_TEST );

Call the real glBegin.

Orig glBegin( mode |

1210|dx3 wea|

- Hijack dependencies

}

extern "C" BOOL WINAPI DllMainCRTStartup( _In
In

_Reserved LPVOID lpvReserved )

Documented game engine interfaces

MIIA 55817

- Hack as a plugin

switch( dwReason )

{

case DLL_ PROCESS ATTACH:
Hook () ;
break;

case DLL PROCESS DETACH:
Unhook() ;

break;

1.
J

return TRUE;




M OpenGL Hook - Microsoft Visual Studio
FILE EDIT VIEW PROJECT BUILD DEBUG TEAM TOOLS TEST ANALYZE WINDOW  HELP

Ch O 1 e - | B-2 @ 2-C "| P Local Windows Debugger ~ Auto - |Release -~
eat V o DLLMain.cpp + X

1t *| OpenGL Hoo Global Scope
Writing your own cheat e (lobal Scope

#include <windows.h>

// Hooked glBegin entry point.
-lvoid _ stdcall glBegin( _In_ GLenum mode

1
switch( mode )

Open source cheat examples
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Documented game engine
dependencies

- Hijack dependencies
Documented game engine interfaces

- Hack as a plugin

100.0 fps
in: 346,38 k/s
out: 19550 kJs




Bot vO.1

Writing your own bot

Open source bot examples
Automated player input
Plain text protocol?

Farm, farm, farm.... profit!

{ - 1o ™ o - otk - -1
¢ Command Settings Help KOES pieis R Lommand - Settings: Help

HF’ RO = mme e e ———— 2] !
24893210 (772) 'E . 2431 /39
Y/ — Assassin =

85/399(19%) Girl 240 433

[ ~Ex¥p-
M9 894/ r“ lgnore Map R0 pe— E4p

ChatLog' D lmportantLogl o Character' (
— e : piia erom 1} (T otal 34341, 103) - Dam

A acl O
—C N Y<v—v q . - -

1{B80:5.25 345:93.12) @ 16% 1 £5 s 2% , X
‘4N 5‘:'.'7.".'f.-'.‘: = L 29 M. Fe A+ 5 TAOL —

R Distance: 13 I’ h Ly

B Console I 7 ChatLogl 3 ImportantLog

1) -
Ea}thuorm Peellng (285) X 1

1 Chonchon (@) ;‘ Dlstance- 8

alk—% use Double Strafe (Lv 18) to Monster Steel Choenchon (B) - 8,357 / B.357 (100%]
~228> == 4
Shell (286> x 1 Uzg;j“' - 100/ .gmlid;gﬁﬁiffﬁﬁﬁﬁﬁVf3Mfiﬁ*aU‘

Earthuorm Peellng (28
1 Chonchon (2) — -Dis

X v [ = e =,
-, :,-'.-;;);-:{*.i:;(;;/."i 57 44
Lh_ - . U '_i ~

ﬂttacklng Steel Chonchon ¢3> - Distance: 18

:aléuiafihgvréﬁdbﬁ wéiktb.Sograt Deséft (ﬁoc_fil&las 2§§; 287
ittacking: Steel Chenchen (2> — Distance: 18

v%gggrs Unknow use Blitz Beat to Monster Steel Chonchon (2> — Dmg: 166 x 5
tem ﬂppeared Shell (3697) X 1 |

lttacklng Metaller (2) T Dlstance ’é

tem Appeared: (> x

tem Appeared: Empty Bettle (3699)> x 1

tem Appeared: Garlet (37810 x 1
'ou use Cold Bolt (lw 4> to Monster Metaller (2> — Dmg: 383 x 4 <(1.212)
tem Appeared: Shell (37B2) x 1

Expl Exp: 69 (A.6884%> : JobExp: 44 (0.06080%)

tem Appeared: Garlet (3783)> x 1

tem Appeared: Shell (3784) x 1

tem Appeared: Iron (3785) x 1

mportant Item Appeared: Iron (3785)> — Dist: 9

tem Appeared: Sticky Mucus (3786)> x 1

tem Appeared: Empty Bottle (3787> x 1

tem Appeared: Cactus Needle (3788) x 1

mportant Items Iron By Unknow Picked

g



Lv.29 fMagician F Ly 1S FExp. 830 %
HP. 315 /315 | SP. 280 1 280

'y 'I-'

General Message |_Battle Message NewTab 3 NewTab 4 B0 o=
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Cheat v1.0

FRETH

I-0 command

- R

b+ —==OESoE 1 ;; o
Feature rich cheats e S
CFRASFE| B9ED Fa
rrHBSZ2FF| 895D F&
rrAB3282| 39950 Fa

FRORDIE 7 2 A1ARAERR (1 s i
{hpaaoc| Cras £ Srecece USH ABCDE + RTN

FrAES313 |~ BF 84 EF4EEIEé-

JMP ABCDE

FrHB=2220| 3BFB

Inject Cheat Features LBz Bog gpeceios

FFABS2ZE| CE
7 rAEBS3ZC) SBYS B8
: reREcaon| o
Inline code patches
7PABESSC| EE LISCFFFF

:L-;E;;: =945 FC

Interface pointer hooks
Hijacking exception handling

Hardware debug breakpoints

VTable Pointer

& FuncN();



Cheat v1.0

Feature rich cheats

Inject Cheat Features

Inline code patches
Interface pointer hooks
Hijacking exception handling

Hardware debug breakpoints

Protect the cheat itself

DKOM (Hiding processes, drivers, ..)
Interrupt hooks

System service hooks (NTAPI)

VAD hiding (Hiding cheat memory)

DRM, hardware locking, monitor usage



Ctext 00000000004021E4 call cs:nalloc

text  00000000004021EA test rax. rax
. text 00000000004021ED MoV rsi, rax
ctext 00000000004021F0 Inz short loc 4021FC
ctext  00000000004021F2 Mo ebx, 21590004h
Ctext  00000000004021F7 an loc 402382
.text ;00000000004021FC @ e _— - -— ———————
V text : 00000000004 021FC
® .text :00000000004021FC loc_4021FC: - CODE XREF: start_0+2207
.text :00000000004021FC ®ow edx, edx ; int
o M .text :00000000004021FE MoV r8d, S0h . s1ze_t
HaCklng aS prOfeSS|On _text : 0000000000402204 P rcx, rax - woid *
.text :0000000000402207 call mnenset
.text :000000000040220C mowv [rsz+SUPLDROPEN Hdr .cbIn].
.text :0000000000402213 mov r=1+SUPIDRIOAD . Hdx . cbOut] loh
ctext :0000000000402214 mov eax, [rsp+l08h+Cockie. u.Out. u32Cookie]
.text :0000000000402221 lea rcx, g _pShellcode
.text :0000000000402228 mov [rep+108h+lpOverlapped]. rbp
.text :000000000040222D mov [r=1+SUPLDRLIOAD. Hdr . u32Cookie), eax
ctext :000000000040222F mov eax, [rsp+ll8h+lockie. u.Out. ui2SessionCookie)
.text :0000000000402236 mov dword ptr [r=si1+SUPLDRLOAD Hdr  fFlags],
o”PREOHDF FLAGS MAGIC
text : 000000000040223D mov {rsi+SUPLDRDOAD.Hdr.u325essionCookic], eax
_text : 0000000000402240 mov r=1+SUPIDRIOAD . u. In .cSymbols]), ebp
< .tcxt:gggggggggg4gggég mow [r=1+SUPIDRLIOAD . u.In.cbStrTab]), ebp
A A 4 4 mov rax, [rsp+l08h+OpenldrReq . u Out  pvlinageBase
Modular, well designed software R o A TS AR L st
ctext : 0000000000402255 mov r8, rsi ; lpInBuf fer
.tcxt:8300000000402258 MoV [r=1+SUPLDRIOAD u . In . pvimageBase], rax
1 ctext  000000000040225C mov rax, [rex] . g _pShel lcode
SYigelgle knOWInge of OS internals text : 000000000040225F mov  edx. SUP_IOCTL_LDR_LOAD ; dwIcControlCede
Ctext 0000000000402264 mow quord ptxr [r=1+5UFLDRLOAD u. In. achlnage]. rax
.text:ggggoggggg402268 mov rax, [rex+s)
. .  text ! 0 40226C mov [rsi+70h]., rax
Hidden deep in kernel, no traces text  0000000000402270 mov  rax, [rcx+lOh]
Ctext : 0000000000402274 mow [rsi1+78h]. rax
Ctexe 0000000000402278 Mmov rax. [rcx+16h]
~text  000000000040227C mov rcx, xdi ; hDevic=
DRM prOtected text :000000000040227F mov  [rsi+80h]. rax
.text : 0000000000402286 MoV r3d. [rs:+SUPLDRLOAD Hdr . cbIn] . nInBufferSize

text  000000000040228A mow [xs2+SUPIDRIOAD . u. In . eEFType]. SUPLDRLOADEP_VMMRO
Ctext  0000000000402291 mow [xS2+SUPLDRLIOAD . u . In . EP . pvVHMRO]. 1000h

Ctexe 0000000000402299 mov rax. [rsp+l08h+OpenldrReqg. u.Out pviInageBass

text  00000000004022A41 mow [xs2+SUPIDRIOAD v . In . EP . pvVHMROEntyvEx]. rax : VMNRO
entrv point 1

. text 0000000000402245 mowv rax, [rsp+l08h4OpenldrReq. u.Out pvinagsBase]
text:00000000004022AD mov [rs2+SUPIDRIOAD u . In EP . pvVHMROEntrvFast]. rax ;| VMMRO
entxy point 2

ctext 00000000004022B1 mowv rax, [rsp+l08h4+OpenldrReg. u. Out. pvinagsBase]
.text :00000000004022B9 mov [r514SUPIDRIOAD u . In pfnModulelnit], rbﬁ
ctext 00000000004022BD mov [rs2+SUPIDRIOAD u.In EP pvVHMROEntrviInt rax
entxy point 3

ctext :00000000004022C1 lea rax, [rsp+ll8h4var C8)

ctext  00000000004022C6 mov [r=214SUPIDRIOAD . u. In . pfnModuleTerm], rbp

ctext :00000000004022CA mov [rsp+108h+lpBytesReturned], rax
.text : 00000000004022CF MoV eax, [rs1+SUPIDR10kD Hdr. cbOut]

ctext  00000000004022D2 mov [rsp+108h+nCutBuf ferSize].
.text :00000000004022D6 MoV [rsp+108h+lpOutBuffer]), rsa

text : 00000000004022DB call cs:DeviceloControl ;| DeviceloControl(hVBoxDrvObiy
SUP IOCTL ILDR LOAD, &ldrloadReq, 0Ox88, &ldrloadReg. Ox18, &lpBytesReturned, NULL)

;. VMMRO
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Why not cheat?

Anti-cheat Strategies

Percelived
Value

*

Percelved
Cost
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Reduced Reward

Decrease value of cheating

- Anti-cheat by design

Authoritative game server

Game Mechanics



Increased Risk

Grow cost incurred from cheating

Game price
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Grow cost incurred from cheating ICheatReportingService
ReportPlayerCheating

RequestPlayerGameBan info

GetCheatingReports

)7) RequestVacStatusForUser

ltems Ow

Game price

ReportCheatData
Account value :

Games DD

Application ~ SteamPipe ~ Installation - ity - Stats & Achievements - Community ~ Wi

heating have been reviewed and cheating has been confirmed.

View VAC Documeniation

Type |Example
N20 76561198115403488

Anti-Cheat Pariner. Easy Anti Cheat (EAC) ¥  Set Anti-Cheat Partner
N10 730
N20 3164952185570060000
SteamID cheatname pathandfilename webcheaturl time _now time started time stopped cheat proce ANZ00 aEtE':tEd with Aimbot
ac
L 1 ' t
less than a year is a suspension and not N1 0
B 0
flags Unused IS A IS A
Key Definition Type |Example

steamid | Steamid of the banned user. |N20 76561198115403488

! - ,
117 y ~\ ,‘,l ! 3 21Ta\Y, 28 mT
}{~‘~JE\‘ ) iaycu /‘\.('.)‘.‘.!: I.‘l-‘,.L&\



Increased Risk

Grow cost incurred from cheating

Game price
Account value

Ranked matchmaking
and tiered gameplay




Increased Risk

Grow cost incurred from cheating B

Game price
Account value

Ranked matchmaking .
and tiered gameplay

Reduced supply inflates cheat
price -




ANTI-CHEAT AS A SERVICE
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Anti-Cheat Services

Raising the bar for cheating smoothest cheaters?

Detect cheats ,
statistics vs signature vs heuristic " Inhuman skills

are easily detected







Anti-Cheat Services

Raising the bar for cheating

Detect cheats
statistics vs signature vs heuristic

Discover cheats
reporting vs manual vs

m
ot ats

code obfuscation vs sandbox
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Healthy Game
Community
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Anti-Cheat Services
statistics vs signature vs heur

Raising the bar for cheat

Detect cheats
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code obfuscation vs sandbox

ip updates

Sh

game updates vs independent



Doing it yourself?

Some quick advice

Protect company assets Protect sensitive information Scope, allocate
Machine isolation Gmail, Skype, Outlook It never ends
Network isolation Payment data

VPN Source code



STAYING IN CONTROL
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What to do?

Community management

Acknowledge and show commitment
Community management — Avoid added publicity for cheating
Plan ahead No promises or claims

Disconnect Keep the focus on game content




What to do?

Plan ahead

Community management
Plan ahead

Disconnect

_—

&

During early design phases
Trust client as little as possible

React quick to exploits



What to do?

Disconnect

Community management
Plan ahead

Disconnect

_—

\

Don’t engage in warfare

Separate the people from the problem
Isolated task force team

Don’t underestimate

Cheating is not solved overnight



"&.ﬁ-“-’ ol D

Always behave like a duck. Keep
calm and unruffled on the surface,
but paddle like hell underwater.






